Our study proposes a multiple criteria linear programming (MCLP) 
INTRODUCTION
he Sarbanes-Oxley Act (SOX) of 2002 was introduced to improve the quality of financial reporting and minimize corporate fraud in the U.S., but opponents have been concerned that the costs of implementing the provisions of SOX may outweigh the benefits. Two sections of the SOX in particular, Section 302 and Section 404, focus on required reporting on the effectiveness of and any material weaknesses in internal controls over financial reporting by companies' managements and certifications by specific corporate officers. SOX Section 404 requires management to report to shareholders acknowledging its responsibility to detect and prevent material weaknesses in internal controls over financial reporting and indicating the effectiveness of these internal controls. In addition, auditors are required to report on client assertions regarding the effectiveness of these internal controls and the existence or absence of material weaknesses in their internal control systems (SOX 2002) . Based on research by Eldridge and Kealey (2005) , the new SOX Section 404 audit, first required for years ending on or after November 15, 2004 , was the primary contributor to the average audit fees increase of $2.3 million from 2003 to 2004 for their sample of Fortune 1000 companies. That research also indicated that smaller firms had higher SOX audit unit costs than did larger firms, and this may result from smaller firms spending less resources on internal control systems and thereby being more susceptible to having internal control weaknesses. Because of public concern about the high cost of implementing SOX requirements, the Securities and Exchange Commission (SEC) held roundtable discussions in 2005 and 2006, has issued various proposals and discussion documents soliciting public 106 comments, and has worked closely with the Public Company Accounting Oversight Board (PCAOB) to understand the challenges of implementing the internal control reporting requirements of the SOX and to try to ease the SOX 404 burden. Although SOX Sections 302 and 404 require companies to report on material weaknesses in internal controls, an interesting research question is whether certain firm characteristics, other than size, are associated with firms having internal control weaknesses so that such characteristics may be used to identify or predict material weakness firms prior to the reporting of such information. This issue is important for auditors in their audit planning in order to structure more rigorous auditing of the internal control systems of firms that may appear more likely to have internal control problems and could help these auditors better estimate their audit fees. In this study, we address this research question by proposing a multiple criteria linear programming (MCLP) and other data mining approaches for the post-SOX prediction of internal control weaknesses using firm characteristics. Our findings also will be important for regulators for implementing public policy. Investors may be interested in our findings to better assess companies' risk when they make portfolio decisions.
Data mining has been applied in the modern business world with powerful computing capabilities. Even small and mid-sized firms are using these affordable analytical tools (Spinelli 2005 ). More applications have been used in accounting areas where accountants deal with large amounts of computerized operational as well as financial databases, and there are higher potential payoffs for data mining applications for prediction studies such as bankruptcy prediction, fraud detection, detection of tax evasion, and risk-profiling as a SOX-audit planning tool for assessing internal control weaknesses of a firm.
Our paper is organized as follows: The next section presents the background and prior research relevant to our study. The third section presents our MCLP data mining model. The fourth section describes our sample data and reports our empirical results using MCLP and other data mining tools. The last section concludes with a summary of our findings and future research avenues.
BACKGROUND AND PRIOR RESEARCH
Even though SEC statistics from 1991 through 2001 document allegations of financial fraud among SEC registrants to be less than three percent in any given year (Dooley 2002) , major financial fraud, such as the fraudulent acts committed by Enron and WorldCom, has severely damaged investor confidence in the financial markets. Therefore, the SOX was introduced to minimize financial fraud and reestablish investor confidence by improving corporate governance mechanisms and requiring certain management assertions, officer certifications, and audits of firms' systems of internal controls over financial reporting. Section 404 of the SOX included two objectives that focused on internal controls over financial reporting. The first objective, the inclusion in a firm's annual report of a report by management stating its responsibility for internal controls over financing reporting and its assessment of the effectiveness of these internal controls (SOX 2002, Sec. 404(a)), has been effectuated by the addition of Item 308 to Regulations S-B and S-K (SEC 2003a). Item 308(a) requires management to include an internal control report in its annual statement filing and states that this required internal control report must include four items: management's statement of responsibility for internal controls over financial reporting, identification of the framework used by management to evaluate the effectiveness of these internal controls, management's conclusion regarding the effectiveness of these controls and disclosure of any material weaknesses, and management's confirmation that its auditors have issued their required attestation report on these controls. Item 308(b) requires firms to include the auditor's internal control attestation report in their annual report filings, and Item 308(c) requires firms to disclose on a quarterly basis any material changes to these internal controls. The second objective, requiring the firm's independent auditors to attest to management's internal control assessment as part of the annual audit engagement (SOX 2002, Sec. 404(b)), has been effectuated by the SEC's (2003a) amendment to Rule 2-02 of Regulation S-X to require the accountants auditing the annual financial statements to also attest to and report on management's assessment of its internal control effectiveness. According to the SEC's Release No. 33-8392 (SEC 2004a), these changes in SEC rules and regulations in accordance with the SOX Section 404 were effective for accelerated filers with fiscal years ending on or after November 15, 2004 .
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These issues of financial fraud and other events that decrease investor confidence are not only a U.S. problem; the global economy and capital markets have experienced declines due to corporate fraud and recent problems in the financial services industry. So, our study is a timely attempt at understanding risk factors for weaknesses in internal controls over financial reporting because a better understanding of such factors can help to rebuild investor confidence.
The SOX Section 302 increases disclosure requirements through officer certifications regarding the reporting by officers on the effectiveness of a firm's internal control system and on significant changes of its internal control system (Ge and McVay 2005) . In the SEC's Release No. 33-8124 (SEC 2002) , the SEC adopted "new Exchange Act Rules 13a-14 and 15d-14 (that) require an issuer's principal executive officer or officers and the principal financial officer or officers, or persons performing similar functions, each to certify in each quarterly and annual report, including transition reports, filed or submitted by the issuer under Section 13(a) or 15(d) of the Exchange Act that … he or she and the other certifying officers have indicated in the report whether or not there were significant changes in internal controls or in other factors that could significantly affect internal controls subsequent to the date of their evaluation, including any corrective actions with regard to significant deficiencies and material weaknesses." These certifications are required in filings for periods ending after August 29, 2002. We apply the MCLP and other data mining approaches in our prediction study using Section 302 disclosures made in 2003 and 2004 to propose an efficient and effective assessment of internal control weaknesses of a firm after the SOX.
Artificial neural networks and a fuzzy set approach have both been used in management fraud and internal controls research. Fanning et al. (1995) used artificial neural networks to detect management fraud. Using Loebbecke et al.'s (1989) approach which provides analytical procedure for detecting the risk of management fraud, Fanning et al. further developed the discriminant function that provides a set of questions to detect management fraud. Deshmukh et al. (1997) proposed a fuzzy set approach that provides guidelines to measure and combine red flags, and it can be used to build fuzzy reasoning systems that assess the risk of management fraud. Cooley and Hicks (1983) previously used a similar approach by using a combination of linguistic approaches of a questionnaire to assess internal control weaknesses. Korvin et al. (2004) recently proposed a pragmatic approach to assess risks of internal control using the fuzzy set theory. Their approach is useful for the computer-based accounting information system's internal control. The above fuzzy set approaches can be a useful solution if managers can develop the logics or questionnaires of their internal control systems. However, this could be expensive and time consuming, and King (2005) even proposes applying 20:80 rules for the property, plant, and equipment account control for effective SOX compliance.
Because our study focuses on prediction of firms with material weaknesses in internal controls, prior bankruptcy prediction studies provide support for our approach in this paper. Using the log-linear logistic regression model, Senteney et al. (2006) empirically document that qualified auditor opinions and auditor changes are associated with increasing probability of bankruptcy in addition to six common financial ratio variables (covering three dimensions -liquidity, leverage, and return on assets) previously used by other firm bankruptcy prediction studies such as Altman et al. (1977) and Zmijewski (1984) . Ohlson (1980) used a logit model that does not require any assumptions about the prior probability of firm financial distress with nine independent variables, including five financial ratios, for predicting bankruptcy, and six of the nine variables had statistically significant coefficients. Although we know of no studies that have tested for an association between material weaknesses in internal control and firm bankruptcy, firms with internal control weaknesses may be more susceptible to firm failure than those without such weaknesses. Therefore, financial ratios relevant to predicting firm distress may also be useful in predicting the existence of internal control weaknesses in a firm, and we use a number of financial ratios used in prior bankruptcy prediction studies in our internal control weakness prediction models. These variables are described in section four of this paper. Ge and McVay (2005) investigate five firm characteristics, business complexity, firm experience, size, profitability, and auditor, of firms that disclosed material weaknesses in Section 302 disclosures from August 2002 through November 2004 versus all other Compustat firms with 2003 data, and they find that all of these characteristics except for firm experience appear to be associated with firms that disclose internal control weaknesses. We also include their variables in our study.
Several recent research studies have investigated the relationship between audit fees and internal control problems reported through Section 302 and/or Section 404 disclosures. Hogan and Wilkins (2008) find evidence that auditors charge higher audit fees when internal control deficiencies exist. Similarly, Hoitash et al. (2008) not only document the strong association between audit fees and internal control problems disclosed in SOX reports but also provide evidence that audit fees are higher for more severe internal control weaknesses. Both of these studies use a standard audit fees model in which they control for factors other than internal control weaknesses or deficiencies that affect audit fees, such as firm size, complexity, leverage, profitability (including a separate indicator for firms reporting losses), liquidity, and large auditors, and we include similar variables in our study.
Ettredge et al. (2007) estimate a logistic regression with the dependent variable being one if the firm dismissed its auditors and zero otherwise and find that audit clients paying higher fees were more likely to dismiss their auditors immediately after the passage of the SOX. They also document that auditor dismissals are associated with subsequent reporting of material weaknesses in internal controls. Because of this empirical relationship between auditor changes and material weaknesses, we include two auditor change variables (one for the auditor change for the year and the other for the auditor changes within five years) in our analysis. Beneish et al. (2008) find that Section 302 disclosures provide information to investors, but Section 404 disclosures have no effect on stock prices or firms' cost of capital. In addition, auditor quality (measured using an indicator variable equal to one if the audit firm is a Big 4 firm, and zero otherwise) reduced the negative abnormal returns surrounding Section 302 disclosures and larger firms (using an indicator variable for accelerated and non-accelerated filers) had less negative abnormal returns surrounding Section 404 disclosures of material weaknesses. Therefore, auditor quality is an important factor and is included in our study. Hammersley et al. (2008) find similar results using the stock price reaction to the SOX Section 302 disclosures. They find that the information content of internal control weaknesses disclosed in Section 302 disclosures depends on the factors of internal control weaknesses, such as their severity and auditability, and the vagueness of disclosures. The results of both of these studies indicate that investors react to information about the existence of internal control weaknesses, so the results of our study may indeed benefit investors by providing them with ways to predict material weaknesses.
Generally, a prediction study such as ours or firm bankruptcy prediction studies as we discussed previously do not have a clear theory. However, this lack of theory is not a major problem in prediction studies since we are more interested in prediction of internal control weaknesses of a firm. Prediction models to assess internal control weaknesses of a firm should attempt to establish criteria that will address the motivation for management assessment of risk factors (Jones, 1987) . We also are interested in firm characteristics of material weakness firms vs. those of non-material weakness firms.
There are two types of errors (Type-I and Type-II) involved in prediction studies. Type-I error refers to false rejection error. For example, in a bankruptcy prediction study, we reject the null hypothesis that a firm is a bankruptcy firm even though the firm is actually a bankruptcy firm. In terms of material weaknesses in internal control, a Type-I error occurs when we incorrectly predict that a firm has no material weaknesses when, in fact, it does have material weaknesses in internal control. This type of error will be very costly for a decision maker. A Type-II error is a false acceptance error. For example, we predict a firm to be a bankrupt firm, or in the case of our study, a firm with material weaknesses in internal control, thereby accepting the null hypothesis that the firm is a bankruptcy firm, or in our case a material weakness firm, even though the null is false. In the Type-II error case, the cost of misclassification is not as severe as in the Type-I error case. For our study, we focus on Type-I error because the cost of misclassifying can be significant.
We propose using a multiple criteria linear programming model (MCLP) for material weakness prediction (as discussed in the following section) because this MCLP and other prediction models have been used in previous bankruptcy prediction studies. Kwak Sung et al. (1999) used the decision tree approach to develop bankruptcy prediction models for normal and crisis economic conditions. They found different ratios are significant in different economic conditions using Korean data from 1991 to 1998. We also use the decision tree approach in this study for comparison.
MODELS OF MULTIPLE CRITERIA LINEAR PROGRAMMING CLASSIFICATION
The data mining algorithms can be implemented by several methods of mathematical techniques. For example, classification or prediction methods can be constructed by neural networks, statistics, and decision tree as used in previous studies (Shi et 
Non-material weakness
Material weakness
Consider now two kinds of measurements for better separation of material-weakness and non-material-weakness firms. Let  i be the overlapping degree with respect to A i , and  i be the distance from A i to its adjusted boundary. In addition, we define  to be the maximum overlapping of two-class boundary for all cases A i ( i < ) and  to be the minimum distance for all cases A i from its adjusted boundary ( i >).
In Figure 1 , we use (star) to represent A i of non-material-weakness firms and (dot) to represent A i of material-weakness firms. Figure 1 shows that our goal is to minimize the sum of  i and maximize the sum of  i simultaneously. By adding α i into (a), we have:
However, by considering β i , we can rewrite (b) as: Subject to Figure 2 ). An MCLP model has been gradually evolved as: 
The 
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The data separation of the MCLP classification method is determined by solving the above problem. Two versions of actual software have been developed to implement the MCLP method on large-scale databases. The first version is based on the well-known commercial SAS platform (SAS/OR 1990). In this software, the SAS codes, including SAS linear programming procedure, are used to solve (e) and produce the data separation. The second version of the software uses C++ language running on Linux platform (Kou and Shi, 2002) . The reason for developing the Linux version of the MCLP classification software is that the majority of database vendors, such as IBM, are aggressively moving to Linux-based system development. This Linux version goes along with the trend of information technology. Because many large companies currently use the SAS system for data analysis, the SAS version is also useful to conduct data mining analysis in a SAS environment.
SAMPLE DATA, VARIABLES, AND EMPIRICAL RESULTS
In this paper, we used DirectEDGAR (2008) to identify 1,158 firms that reported material weaknesses in SOX Section 302 disclosures for the years 2003 and 2004 and to collect disclosure details (material weakness sample firms). DirectEDGAR is an efficient and effective research tool that is designed to facilitate searches of documents in the SEC's EDGAR database. We then identified an equal number of control firms that had no material weakness disclosures (non-material-weakness matching firms). Our control firms were matched with our material-weakness firms using size and two-digit industry codes. Our final sample is composed of 2,316 firm-year observations that have available financial and other data in Form 10-K filings using DirectEDGAR and Compustat.
In selecting variables that may help predict material weaknesses in internal control over financial reporting, we included Altman et al.'s (1977) variables and Ohlson's (1980) variables because these variables are proven to be useful for bankruptcy prediction in previous studies, as discussed in section two of this paper. Altman's five variables are Working Capital-to-Total Assets (WCA/TA), Retained Earnings-to-Total Assets (RE/TA), Earnings before Interest and Taxes-to-Total Assets (EBIT/TA), Market Value of equity-to-book value of Total Debt (MKV/TD) and Sales-to-Total Assets (SALE/TA). Ohlson (1980) describes his nine variables in two categories -financial state variables and performance variables. The financial state variables are Size (measured using the log of the ratio of total assets to gross domestic products), Total Liabilities-to-Total Assets (TL/TA), Working Capital-to-Total Assets (WCA/TA) and Current Liabilities-to-Current Assets (CL/CA). TL/TA measures financial structure or leverage, and WCA/TA and CL/CA are short-term liquidity measures. Ohlson's (1980) performance variables are Net Income-to-Total Assets (NI/TA), Funds from Operations-to-Total Liabilities (FU/TL), a dummy variable equal to one if net income was negative for the last two years (INTWO) 1 , a dummy variable equal to one if TL/TA is greater than one (OENEG), and change in net income (CHIN) from year t -1 to year t, where year t is the most recent year. The only variable common to both models is WCA/TA.
In addition to the above bankruptcy prediction variables, we included other variables discussed in section two of this paper that have been found to be associated with material weaknesses, audit fees, auditor changes, or management fraud. As in Ge and McVay (2005), we include an indicator variable, Firm Age, to capture firm experience; Firm Age equals 1 for firms with more than 15 years in business and zero otherwise. 2 Older or more experienced firms may have better internal control systems. Because more complexity or complex transactions may offer opportunities for internal control weaknesses, we include two complexity variables, Segnm and Currency. Currency is an indicator variable equal to one for firms reporting non-zero foreign currency translation adjustments and zero otherwise as in Ge (2005) to measure Segnm as the number of operating segments disclosed in the Form 10-K. 3 In addition to Size, using Ohlson's (1980) definition of the log of the ratio of total assets to gross domestic products, we use another variable used by Ge and McVay (2005) to proxy for size, BV (book value of assets from Form 10-K). We have two return-on-asset variables, NI/TA as in Ohlson (1980) , Senteney et al. (2006) , and Hogan and Wilkins (2008) and CRE/TA (earnings before extraordinary items divided by total assets) as in Ge and McVay (2005) . We included CRE/TA in our study because many firms reported significant losses after the September 11, 2001 terrorist event. We also include two additional profitability measures, OpEgs (Operating EPS times Common Shares Outstanding) and CFO/TA (cash flow from operations divided by average total assets). Ge Table 1 shows the descriptive statistics for material weakness firms (Panel A) and non-material weakness firms (Panel B). The t-test statistics for tests of differences in means between the two groups included in Panel B indicate that about half of our firm characteristics variables are significantly different between material weakness and non-material weakness firms. Consistent with the findings in Ge and McVay (2005) , our univariate tests indicate that material weakness firms are more complex (based on Currency but not Segnm) and more often use Big Four auditors (BigAU) than non-material weakness firms, and there is no difference in experience (Firm Age) between the two groups of firms. The relationship between profitability and material weakness disclosure is interesting. Our material weakness firms have significantly lower, but positive, mean Operating Earnings (OpEgs) than their non-material weakness counterparts, but mean NI/TA, CRE/TA, and EBIT/TA are all significantly less negative for material weakness firms than for non-material weakness firms. Mean CHIN (change in income) is positive and smaller for material weakness firms that for non-material weakness firms at a marginal level of significance. In contrast, Ge and McVay (2005) document mean CRE/TA that is more negative for material weakness firms than for their comparison group, and they do not evaluate change in income even though they state that this variable may be one to include in future research. It is important to note that our non-material weakness group consists of firms matched with our material weakness firms based on size and industry while Ge and McVay's (2005) comparison group encompasses all 2003 CompuStat firms not included in their material weakness disclosure group of firms. 5 This highlights two important issues for decision-makers and researchers. First, profitability components such as operating earnings and other items that comprise net income may provide more insights than the summary measures of net income, earnings before extraordinary items, and earnings before interest and taxes. Second, the composition of comparison groups may result in different findings and conclusions. Significant differences also exist for three liquidity variables, CFO/TA, CL/CA, and WCA/TA. Material weakness firms have lower mean CFO/TA (consistent with Ge and McVay's (2005) findings) and higher mean CL/CA and mean WCA/TA than non-material weakness firms. Although these results for CFO/TA and CL/CA reflect short-term liquidity constraints for material weakness firms relative to non-material weakness firms, there is no significant difference in leverage (TL/TA). Altman et al.'s (1977) cumulative profitability variable, RE/TA (retained earnings/total assets), actually has a negative mean for both groups in our study and is significantly less negative for the material weakness firms than for the non-material weakness firms. This negative mean value for RE/TA is difficult to interpret because one typically expects positive retained earnings. Mean MKV/TL (market value of equity/total liabilities) is smaller for the material weakness firms than for non-material weakness firms, and this may reflect investors' perception of greater risk for firms that disclosed material weaknesses. Because we matched the control (non-material-weakness) firms with the material weakness firms using size and industry, we did not expect a difference in Size. In addition, mean BV (book value of total assets) is not significantly different between the material weakness and control firms. Missing values cause differences in the sample sizes (n) for certain variables. Table 2 shows an overall prediction or accuracy rate of 57.69 percent and Type-I error rate of 42.18 percent to predict a firm having a material weakness in its internal control system. These rates indicate that these three prediction models provide limited guidance for improved material weakness prediction based on the variables we have included in our tests. Clearly, predicting a firm's material weakness is a challenging task that needs further investigation. As we stated in section two of our paper, we are not testing for associations between material weakness firms and bankruptcies, but we have included variables used by Ohlson (1980) and Altman et al. (1977) in their bankruptcy prediction studies. Our descriptive statistics test results reported in Table 1 also raise questions about the information reflected in some of the variables we have included in our MCLP analysis. Our study is exploratory, and our results indicate that we may need to refine our choice of firm characteristics variables to improve our prediction rates and reduce our error rates. KS value = Max |Cumulative distribution of Abnormal -Cumulative distribution of Normal|. The higher the KS score, the better the classification methods. Table 2 shows that the MCLP method has the highest KS score for the three methods in 2004 (13.64) and in both years combined (15.37).
Another measurement, correlation coefficient, which falls into the range of [-1, 1], is used to avoid the negative impacts of the imbalance between different classes of data. The correlation coefficient will be -1 if the prediction is completely contrary to the exact value, 1 if the prediction is correct, and 0 if the prediction is randomly produced.
The correlation coefficient is calculated as follows:
. Table 2 reports positive correlation coefficients for all methods in both years separately and combined, and the MCLP method has the highest correlation coefficient (closest to one) in 2004 (0.14) and in both years combined (0.15).
Since training results indicate how well the classification model fits the training set and test results reflect the real predicting power of classification model, the following tables only summarize the five metrics for test sets. The standard 10-fold cross validation process is applied to MCLP and See5. The standard Leave-One-Out validation process is applied to LDA. 
SUMMARY AND CONCLUSIONS
In this paper we used the MCLP and other data mining approaches to predict material weakness firms after the SOX using 2003-2004 SOX Section 302 disclosures. Our study extends prior research on characteristics of firms that disclose material weaknesses and on the application of the MCLP data mining approach. The results of the MCLP approach in our material weakness prediction study are better overall than the results of the other data mining approaches, but the accuracy of the three approaches using the variables in our study is marginal. Investors, auditors, and regulators may benefit from being able to identify firm characteristics or indicators of potential material weaknesses in internal controls of financial reporting, and our exploratory study provides some useful insights and raises issues for additional research in this area. Our results are consistent with those of Ge and McVay (2005) in identifying complexity, use of Big 4 auditors, and CFO/TA as firm characteristics associated with material weakness disclosure firms. However, our results on several profitability measures indicate that more disaggregated profitability ratios may need to be evaluated to improve our prediction rates and to explain mixed results across research studies. Another possible reason for the low prediction rates in our study is that it uses data from the early stage of the SOX application (firms disclosing material weaknesses in 2003 and 2004), and prediction rates may be better and more stable in subsequent years. Although we did not attempt to test for associations between material weaknesses and bankruptcy, we found that several financial ratios that are useful in predicting bankruptcy may not be as useful in predicting material weaknesses. Another avenue for future research that could also help clarify some of the results of this study would be to evaluate bankruptcy firms that have disclosed material weaknesses and those that have not to test for associations and identify firm characteristics common to both bankruptcy and material weakness firms and characteristics that distinguish between these two types of firms.
